
 

 

Abstract— The construction of means to obtain the superiority 

of information in the battlefield has become one of the main tasks 

to be developed by most of the present armies. The advancement 

of technologies has allowed the design of increasingly versatile 

tools that allow a better and easier Command and Control in the 

different operations. The Joint Dismounted Soldier System is a 

Command and Control tool that aims to help Commanders of 

small units in the exchange of information, obtaining location, 

planning and action in the different operations to execute. 

In this paper, a study was carried out to determine the 

characteristics that best fit the implementation of a Command 

and Control tool for the Portuguese Army. This study was based 

on the analysis of the different means that the army has at its 

disposal, the norms that serve to allow the interoperability of the 

armies belonging to the Atlantic Alliance, the analysis of systems 

already existing in other nations and, finally, by asking through 

questionnaires to army officers. 

After obtaining the results of the study, it was possible to 

delineate the necessary functions for the system and its assembly 

scheme, resulting in the construction of a prototype software that 

allows the small units to facilitate and improve the Command 

and Control of the armies. 

 

Index Terms— Command and Control, Information, 

Communications. 

I. INTRODUCTION 

The continuous evolution of military operations has generated a 

need for continuous adaptation at the level of Command and Controll 

Communications and Computers (C4), forcing the Armies to execute 

missions in unstable and unconsolidated conditions. To combat these 

issues, nations have redefined how future wars will be fought, and 

must be linked to the extensive use of communications networks, 

sharing and merging of information [1].  

This philosophy has as main objective to obtain superiority in the 

Theater of Operations (TO), by increasing the quantity, quality and 

speed of dissemination of information to all the levels of a force. In 

order to be able to manage all this information and redirect it to the 

appropriate recipients, a Command and Control (C2) tool is necessary 

to adapt to the different scenarios and needs of a mission. 

In the fighting of the last century, both the position of combatants 

and other tactical information have been transmitted through voice 

communications using radio networks to report to their commander. 

Nowadays, due to the appearance of radios capable of sending data 

and the use of computer applications, this situation has changed, 

being possible to send and receive positions and information of 

different members of a force. Operational users have been 

increasingly in need of geographic information because of lessons 

learned, largely due to increased crisis response operations. These 

events led to the conceptualization of the idea of "Geographical 

 
 

Based Situational Awareness" (GBSA). This concept is based on the 

principle of disseminating important geographic information as 

quickly as possible to neighboring users without the need to follow a 

hierarchical network structure [2]. 

The high technological progress, with a special emphasis on 

telecommunications and computer systems, coupled with the 

development of ever more powerful and precise weapons systems, 

mean that at present, in OT, changes in situation occur and that the 

pace of operations is higher [3]. 

 The lack of information both at the geographical level and in the 

state of the operation in real time due to the means used in OT often 

leads to fratricide or missions that are not successfully completed [4]. 

Currently, with the use of radios as a voice-only transmission 

medium, a simple situation report to the upper echelon must be 

verbally replicated from the lowest unit commander to the final 

receiver, passing by all the commanders of the different units. 

between them, which leads to situations such as alteration of 

information and loss of the window of time to act. The lack of 

knowledge of the precise geographical location of the different forces 

in all actions is one of the great problems of C2 in TO, sometimes 

hindering both the planning and execution of the different missions. 

To solve these problems, the Defense sectors seek to make 

continuous research to optimize the exercise of C2 in the modern 

battlefield, to be able to face the different adversities they may face. 

In this way, there was a need to integrate a system that allows 

commanders of the lower echelons, section and platoon, the rapid 

dissemination of information between them, as well as almost 

immediate communication with the units above. A system that allows 

the real-time visualization of the different friendly positions and the 

possible enemy, thus reducing the possibility of fratricide. 

II. STATE OF ART 

A. Hierarchy of the Portuguese Army 

The Portuguese Army is formed by several units, the lowest one is 

the squad, followed by a section, which in a group of three forms a 

platoon, forming a company subordinate to the battalion, which will 

be part of a brigade. For this case study, we will only consider the 

tactical units represented in Figure II.1, since it is intended that the 

system to be developed will link the squad platoon and company.  

We can see in Figure II.1 the number of subunits that each 

contains. These organizations cannot be considered fixed because 

they depend on the nature of the action to be taken.  

Each section commander has a means of communication with his 

platoon commander and the different squads of his platoon; a platoon 

commander has a means of communication for the sections he 

commands and has a subordinate with the sole function of 

communicating with the above step. At the level of the squad, there is 

visual contact between all soldiers, and information is transmitted in 

this step either verbally or by using gestures. In this way, and to 

avoid overloading the communications network, the squadron 

commander does not need a command and control tool. 
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Figure II.1 - Tactical Unit Organization. 

B. Military Communication System 

Military communications systems must meet certain 

administrative and technical requirements, the primary objective of 

which is to enable the commander to exercise personal and direct 

influence in the exercise of C4 and to facilitate the exchange of 

information at different levels quickly and easily [6]. Military 

communications systems fall into two groups: strategic 

communications systems and tactical communications systems. 

Strategic communications systems are planned and implemented 

from the "peacetime" to ensure the link between senior military 

commanders and sovereign bodies and, in case of war, allow the 

integration of the various campaign communications systems. They 

are permanent and evolving systems in terms of means and 

technique, but always with the same objective. Tactical 

communications systems are planned and deployed to support a unit 

in TO to ensure liaison between the commander and the various 

subordinate commands, to fulfill the mission assigned to the 

command supported. These are systems in which your job is 

terminated when the mission is completed. [4] 

A C2 system for ground soldiers is found in systems to be 

implemented at the level of tactical communications because their 

organization depends on the nature of the mission (number of 

combatants, operation needs, etc.). 

The Portuguese Army is part of the North Atlantic Treaty 

Organization (NATO), an organization that created documents called 

Standardization Agreement (STANAG), written documents where 

standards are found to make common the use of procedures between 

the different forces belonging to the organization, facilitating the 

exchange of information among them [7]. There are STANAG for the 

most varied situations, the STANAG 4677 and 5527 being the most 

important for this topic. It is in the STANAG 4677 that the 

characteristics to be developed to the Joint Dismounted Soldier 

System (JDSS) are contained and it is in the STANAG 5527 that the 

characteristics of Friendly Forces Tracking System Interoperability 

(FFTSI) are described. 

These communications systems mainly use radios as the main 

form of communication. Currently in the Portuguese Army, there are 

mainly two radios in use with the desired characteristics: the GRC-

525 and the TWH of the 100 series. Although both radios are 

developed by the same company, EID, they have different 

characteristics and have applicability in different situations. 

C. GRC-525 radio 

 The GRC-525 radio offers solutions for tactical communications, 

operating in different frequency bands and covering the high 

frequency (HF), very high frequency (VHF) and ultra-high frequency 

(UHF) bands with application in several scenarios. This radio 

provides routing and switching capability and, with additional 

accessories, enables the ability to interface to digital and analogical 

tactical networks, as well as interface to computers and other data 

terminals [8].  

It has mechanisms at the level of the security of the 

communications using cipher of the messages and still of jump in the 

frequency in such a way that it becomes more difficult the 

interception of the communications. 

 
Figure II.2 - GRC-525 radio. 

The tactical radio contains a built-in Global Positioning System 

(GPS) receiver, which allows the GPS Reporting functionality to be 

installed, and it is necessary to place an external antenna for its 

perfect operation, shown in Figure II.2. This GPS Reporting feature 

provides and receives information on the location of the mobile 

forces that are in the network and equipped with this functionality. 

The connection to external devices, such as computers, important 

for this study, is done through a serial port with RS232 interface, its 

serial cable and the device, thus allowing interaction with 

applications that need to send data. 

D. TWH-100 radio 

The TWH-100 radio is a personal radio developed for use by the 

Portuguese Army. It is a lightweight, compact and small radio that 

operates in the 2.4GHz band allowing data transfer, up to 4 users 

simultaneously, through broadcast communication. It is equipped 

with a GPS system and allows data encryption and voice according to 

the Advanced Encryption Standard (AES) standard. It allows 

connection to external devices, such as computers, through a serial 

port with RS232 interface or USB port [9]. 

 
Figura II.3 - TWH-100 Radio. [10] 

The TWH - 100, Figure II.3, is prepared to serve as an intercom 

for ground combatants, vehicular units and amphibians. It 

automatically manages the network where it is connected to be 

transparent and simple to operate for the user. 
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Due to the different frequencies, it is not possible to communicate 

directly with the GRC-525 radio. There is the gateway TWH-104R2, 

Figure II.4, which contains the same specifications of the radio and 

which, connected through the RS232 serial port, allows the 

communication between the GRC-525. This device can be physically 

connected to a maximum of two devices simultaneously [9]. 

 
Figure II.4 - TWH-100R2 radio. [10] 

The TWH-100 radio already contains generic messages to 

facilitate the exchange of information between the devices and the 

radio. These messages are divided into three groups: alert messages, 

command messages, and reply messages. 

Alert messages are messages sent by radio to inform the device of 

relevant aspects such as geographical coordinates, when the radio is 

low battery level, information on the number of radios on the 

network, connection or output of a radio network. 

Command messages are used by the system to the radio or in 

response to an alert message or when you want to exit or join the 

network. 

Response messages are messages sent over the radio to the device 

in response to previously sent command messages. 

E. STANAG 4677 

STANAG 4677 is an unclassified document which was first issued 

on 3 October 2014 and is revised every three years. In it are 

registered the norms and protocols for the system of soldier descent, 

in view of the interoperability of the C4 between the different nations 

that constitute the alliance NATO [7].  

 
Figure II.5 - Power Sources and Consumers Levels from JDSS [11]. 

The Figure II.5 represents the different systems classified by 

energy levels that a form-fighter has. The system to be developed is 

to be found in Level 2 energy consumers and JDSS must have the 

ability to operate with different types of radios. However, these 

radios must respond to specifications coming from NATO, as is the 

case of radios used by the Portuguese Army. The system must have 

full capacity to provide, receive and process information from 

different nations if it complies with NATO standards [11]. 

Data exchanges should use the communication protocol 

stack, as in Figure II.6, which is based on User Datagram 

Protocol (UDP), Internet Protocol (IP), Ethernet Data 

Framing, then physical communication between the radio and 

the device. As the means of sending and receiving to another 

system is performed through radios, it is up to them to encrypt 

the messages, thus ensuring the confidentiality of the 

messages exchanged between two systems of this type. 

 
Figure II.6 – Stack Protocol and Layers from JDSS [11]. 

F. STANAG 5527 

STANAG 5527 was developed to provide geographical information 

between friendly forces belonging to the NATO command structure and to 

increase knowledge of battlefield space to improve command and control. 

The FFT concept relates to the ability to provide position information from 

the lowest possible range through the different nations that may be present in 

the unit, as we can observe in the scheme of Figure II.7 [12]. 

 
Figure II.7 - Interoperability between different Nations [12]. 

The way position reports are handled, written and read must be in 

accordance with the standard referred to, from the elements of the message 

and their respective sizes, to the degrees of security they must have. 

According to STANAG, the position report must contain at least the 

following fields: 

• Identifier; 

• System Name; 



 

• Positioning Safety Mark; 

• Time; 

• Location (longitude and latitude). 

As for the level of position update it is stated that this must be according to 

the speed that the user moves [12]. For this case study, as we are dealing with 

a system directed to the combatant, the refresh rate will be the lowest, thus 

allowing to decrease the amount of data that the network needs to transmit. 

G. Similar Systems 

The Fortion SoldierC2 from Airbus Defense & Space is C2 software for 

the Android operating system to be used in cases requiring high mobility, for 

example fighters or security forces, having functionalities such as a navigation 

tool, target location, tactical chat and mission preparation [13]. 

By using STANAG 4677 standards, it enables interoperability between 

different NATO-owned nations. It uses military or civilian radios as means of 

communication. 

The features that integrate the Fortion SoldierC2 are very similar to those 

that are intended to be developed, thus being a good reference as systems to 

follow. However, there are aspects that have not been implemented, such as 

sending automatic and periodic reports, as well as the default for situation 

reports that the STANAG 4677 itself refers to as a mandatory implementation 

point, which aspects are intended to be applied on the JDSS. 

The LC2EVO is an Italian system that was born to make digital the 

functions of the command posts of a certain army in operation. It consists of a 

digital portal, based on the concept of Network Centric Warfare (NCW). The 

software architecture consists of two layers: a digital service layer and a 

functional service layer. The first layer considers the needs of operational 

infrastructures, while the second layer provides specialized services indicated 

by doctrinal references such as maneuver, fire support, information and 

counter-information, logistical support among others. 

This system has already been tested in various exercises and operations 

that have proved its usefulness. However, due to the evolution of TO, some 

components become obsolete and the need for other functionalities, it was 

necessary to change the software philosophy to the second version. This new 

version has as main evolution an operational view that uses the cartography to 

mark events [6]. 

Although it is a good example to follow for the construction of a C2 

system, there are some aspects not implemented that can make the LC2EVO a 

more useful system. An important aspect of the JDSS is the use of NATO 

standards, which are not used by the LC2EVO, so it does not allow its use by 

other nations. The JDSS to be developed will use the device to store the 

content, allowing a smaller flow of data exchanges, while the LC2EVO is a 

system that needs constant network connection to be updated, this leads to a 

greater possibility of network overload. 

III. C2 SYSTEM FOR JDSS 

A. Communication Network 

The software will be used on tactical tablets that will make use of 

the radio to which it is connected, either the GRC-525 or TWH-100, 

to send and receive data from the network. It is intended that the 

software can make the information available to be disseminated by all 

users or to a specific user.  

However, the GRC-525 radio will only be used to exchange data 

with the units above, which is the communication bridge between the 

platoon commander and the company commander (in conventional 

cases). 

The initial objective is to establish a network composed of the 

commanders of each unit (platoon and section), in which they will 

use a radio and a tablet with the system to be used, represented in 

Figure III.1. From the moment, a radio has a communication range 

with another that is in the network, it can automatically communicate 

by receiving and sending information, even from a radio that does not 

have direct communication, since TWH-100 radios allow the radios 

connected to the network. This will solve the problem of information 

having to travel the entire hierarchy to reach its destination, thus 

making messaging a faster and more comprehensive process for all 

users. 

In case a message is delivered to the wrong recipient, it is detected 

by the system by discarding the message and sending as a reply the 

standard error message of the TWH-100 radio where the error is 

identified as the wrong user when a message is not delivered to the 

recipient, if it is an important message the system that sent it will wait 

for the ACK of the system that should receive, sending the message 

again. 

The ability to send to a direct user leads to another problem that is 

related to access management, because there is certain information 

that is directed only to a specific recipient, thus requiring the 

implementation of access management at the application level. This 

management is only necessary when it is a direct communication 

with another intervener and is not intended to be visible to other 

members. 

The implementation of this service in the prototype phase will be 

done using the receiver code, as defined by STANAG 4677 and 

referred to above. If it exists and is delivered to a unit that does not 

correspond to this code, it is intended that the message be discarded 

by the software that does not correspond to it. After the perfect 

operation of the system, is intended to add a second security measure 

through the message encryption, which can be opened only if it is 

intended for the user in question, for this is necessary to implement 

an input system in the software, this point is not intended implement 

at this stage of the prototype. 

 
Figure III.1 -Communications Network of JDSS. 

B. Graphic Platform with Localization 

The graphics platform to be used will be based on the Application 

Programming Interface (API) with the name WorldWind (WW), 

which is developed by Ames Research Center that belongs to the 

National Aeronautics and Space Administration (NASA).  

The diagram in Figure III.w demonstrates how the API interfaces 

are organized. The globe presented in the applications is obtained 

through the joining of a layer and the spherical surface (tessellator), 

which composes it. The layer is obtained from the Web servers or 

from the cache of the device where it is being executed, being chosen 

and manipulated through controllers (Scene Controller and Frame 

Controlloer) built in the WW API. These controllers are chosen 

through the use of specific functions (Input Handler), such as: 



 

zooming in or out of view of the globe, rotating the globe in several 

directions among others. 

These capabilities defined in the previous paragraph are exercised 

through external applications that are defined by the user. 

 
Figure III.2 – WorldWind Diagram Interfaces [14]. 

The amount of information required to represent the globe and 

WW layers initially is on a remote server, however, on the first 

connection, the API downloads to the local cache the data required 

for basic operation. [14]  

In this, the different buttons that allow you to manipulate the 

visualization of the globe, from zooming in and out, turning in any 

direction, access to the menu and also giving information about the 

altitude and position that is selected point is visible. In accessing the 

menu we want to be able to access the messages sent and received, 

build or read reports and overlap or create sketches. 

It should be noted that this API already contains a military tactical 

symbology database according to MIL-STD-2525C, a standard used 

by NATO. 

The Eclipse Java Neon program was used during the construction 

of the prototype and as a complement to the construction of the 

Graphical User Interface (GUI) was used the extension 

WindowBuilder. 

C. Messages and Reports 

As discussed earlier, tactical messages and reports will be 

implemented according to the standards established by STANAG 

4677. The messages exchanged are divided into categories, which 

may be tactical, utilitarian or extension messages, where the message 

body is different from message to message. The message header must 

contain the following fields: 

• message identifier, 

• date and time of sending, 

• system identifier that sends, 

• sending nation code, 

• receiver identifier, 

• response identifier 

• Acknowledgment request (ACK) from the receiver. 

The message identifier is intended to be a unique identification 

number generated by the system to identify the message within the 

network, the sending date and time must be in the format 

yyyyMMddHHmmss. Note that if the receiver identifier is not 

identified, the message is sent to all systems connected to the network 

and the receiver's ACK request is only filled in when it is a message 

that needs. 

The software will allow you to send and receive the following 

messages and reports: 

• Presence report, 

• Identification message, 

• Evacuation, Request and Response (EVAC) report, 

• General information message 

• Biological and Chemical Nuclear Attack Report (NBC), 

• Contact report, 

• Coordination message, 

• Submission of draft, 

• Receive confirmation message. 

The body of each message varies according to its type. Starting 

with the presence report, it must contain the information of the unit 

type and its location through latitude and longitude coordinates. Due 

to the graphical capability, when the software receives this type of 

information will show its location on the map.  

The identification message is used when a friendly force joins the 

network, being sent automatically, it contains information such as the 

type of unit, the position or function of the new element and the 

material that it has with it. 

The contact report should provide information such as the type of 

event, from sighting an enemy force. 

General messages must contain only one field with the subject of 

the message and another with the body of the message. 

The evacuation report is used when there is a need for medical 

support and cannot be given on the spot and may be requested for one 

or more combatants. The body of the message contains the location, 

the number of casualties, and a space to place information that is 

considered important for the unit above. In the case of a response to 

an evacuation report, the evacuation report should only contain the 

approval or not of the evacuation. 

In this first prototype phase the priority reports to be built are the 

presence report, NBC, evacuation and the sending of sketches. 

D. Prototype Functionalities 

 
Figure III.3 – Execution Fluxogram. 

The prototype starts by checking the serial port connection from 

the radio to the device where the system (computer or tablet) is 

running. After successfully completing this connection, the login 

request is made in which the user enters his identification number 

(typing number), which is unique for each user. After the correct 

introduction of this is that the prototype allows to advance. At this 

time, the system does not contain any security mechanism nor is it 



 

blocked for certain entities, thus allowing any soldier with his correct 

typing number to log in to the system. 

After successfully logging in, the first communication is made by 

presence report with the radio location. Parallel to this, a graphical 

interface is started, as shown in Figure III.4, where it is possible to 

observe the visualization of the terrestrial globe and several 

commands for manipulation of the surface. At this point, a window is 

also used as the menu, which contains the different functions that the 

system contains. 

 
Figure III.4 - Graphic Prototype Representation. 

These functions are divided into four groups: “Mensagens”, 

“Relatórios”, “Soldados”, and “Esboços”. On the “Mensagens” tab, 

you can send a message to the network or view incoming and 

outgoing messages as they are stored in the device memory on which 

the software is running. On the “Relatórios” tab, like the messages, 

you can see all reports received or sent previously, and also choose a 

specific report type (NBQ, EVAC ...) to be sent. In the case of the 

Sketches only the ability to read sketches has been implemented by 

receiving images that are stored in the system, which can be opened 

by the user. 

The “Soldados” tab serves as a gateway to future biometric-related 

deployments, allowing each commander to gain access to information 

about his men.  

The positions of the different units are represented, as we can see 

in Figure III.4, by white circles, where, and is obtained through 

presence reports from the radios. 

The Menu box was built with WindowBuilder, and it contains the 

different tabs showed before, where we can see the different 

documents we have on the system our build new ones. 

To query reports, the software searches the main folder for all text 

files that start with "r.", Then the name of the report type the hour and 

minute it was created to facilitate the choice of the file. 

Each report is composed of a header, in which each field occupies 

a different line, white space when there is no specific information to 

place. This header is generated automatically, depending on the rules 

listed in chapter III.C, with the last line associated with the need for 

ACK, being the number zero to inform that it does not need ACK and 

the number one to represent the need of ACK. 

IV. RESULTS ANALYSIS 

An inquiry was built using the Google platform. This inquiry was 

directed to Army subaltern officers, who have already participated in 

military exercises and / or missions, to validate the tools and 

functions initially defined for the C2 system and to ascertain the need 

for new characteristics and functionalities. 

The choice to inquire only subaltern officers is that a system is to 

be developed for detached units, these being the standard up to the 

platoon rank, which is commanded by a subaltern. They were invited 

by email and digitally responded, receiving and processing data using 

Google's own platform. 

After obtaining 38 responses to the survey, 15 Lieutenants and 23 

Second Lieutenants, the different questions were analyzed. 

The average number of participating exercises was 11 per officer, 

and in missions in foreign territory only 5 officers. We have verified 

that the officers who responded to the survey already have experience 

and knowledge in preparing and training for the battlefield. In this 

way, your answers will allow us to obtain the most accurate data 

about the needs in this type of situations. 

Only 11 of the respondents have already had contact with a BMS. 

This is a very low number, 28.9% of the sample, which shows the 

weak use of new technologies in military exercises. However, due to 

this low utilization, the answers to the questionnaire will not be 

influenced by experiences obtained with the use of already built 

systems. 

All the answers were affirmative as to the need to use a BMS for 

squad or lower squad, most of which admitted that the most 

appropriate step would be the squad. With these answers, we can see 

that the officers agree with the use of a C2 system only by the 

commanders and not transcendent to these. 

Regarding the main characteristics that a BMS should contain, we 

can classify the answers into 3 groups. The first group, with the least 

quoted answers, in which we can consider these characteristics as not 

relevant to implement in the system, the second group with the 

characteristics that we can consider important containing a quantity 

of choice superior to twenty answers and a third group with the 

characteristics to be contained in a C2 system, with a response level 

higher than 35. 

We include GPS tracking and tactical reporting exchange in the 

third group, sketch exchange and user friendly in the second group, 

and finally, message exchange between units, armament sensors and 

biometric sensors in the first group. 

In this way, we can consider GPS tracking and the exchange of 

tactical reports as the first functionalities to implement, followed by 

the exchange of sketches. Biometric and armament sensors, such as 

message exchange, are functionalities that will not be implemented at 

this stage, however, they are functionalities that may be part of a later 

development. 

Finally, the question of the type of geographical visualization to be 

contained was analyzed, obtaining a unanimous response, with 28 

officials stating that the use of military charts and geospatial services 

at the same time is more profitable. 

In this phase of construction of the prototype we intend to only 

implement the use of geospatial services using the WW API, leaving 

the implementation of visualization using military letters for future 

work. 

Than the next question was about the ease of operation of the 

system, getting the answer "I agree" a total of seventy percent of the 

choices. He was then asked about the aspect of integrating user 

needs, and as in the previous answer, there was a supremacy of 

"agree" choice. As for the lack of essential functions of the system, 

the answer was "I totally agree" - this is justified because there is no 

implementation of functions that the system should contain. No 

respondent needed technical help to operate, which demonstrates its 

simplicity, with sixty-two percent of respondents who would use this 



 

prototype in their missions. In the structuring of geo-location, there 

was a positive response with eighty-five percent of respondents 

agreeing. Finally, on the construction of tactical sketches, as this 

function is not implemented, a hundred percent response was 

obtained "without opinion". 

V. CONCLUSION 

This paper had two main objectives: to make the initial study of 

the necessities of the Portuguese Army for the construction of a 

Command and Control system for detached units and, after this study, 

to build prototype software capable of serving as a guiding base for a 

system C2. 

To survey the needs, the different levels that the army has and the 

radios it currently has available to its fighters have been studied. 

Next, the existing NATO-level information for the JDSS was 

obtained, ending with the study of some systems that are already in 

use in armies of other nations. To gauge the functional utility of the 

developed prototype, a survey was carried out to identify the needs of 

low-level commanders, thus confirming the capabilities and adding 

others that had not been previously mentioned. 

After the study, it was possible to notice that the Portuguese Army 

is still in an embryonic phase for the construction of a C2 system, due 

to the lack of studies capable of describing the needs of the army and 

the lack of training and knowledge of the combatants on the different 

systems the army currently has. Thus, this dissertation constitutes the 

first survey of characteristics and capabilities for a C2 system that is 

associated with the means that the Portuguese Army possesses. 

After collecting the theoretical basis of the system, the 

construction of the prototype software was followed. It started by 

constructing the main features, make the exchange of some tactical 

reports, messages and demonstrate the geo-location of the units in a 

graphic system. These functions have been implemented and are 

operational, however there is a need for improvement, making 

communications more efficient and secure. Deployments such as 

sketching, messaging access security and even application access 

have not yet been implemented. 

At the end of the paper, although the functions mentioned above 

are already built, software cannot be considered as a system to be 

used in the different exercises of the army because it is in an initial 

state and there are still many flaws. However, it can serve as the first 

guide to a type of system that in the future will occupy a large space 

in the Command and Control of the more developed armies, being 

part of the way to obtain the Armed Forces increasingly 

computerized and effective.  
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